
 

Key Stage 4 Curriculum Map 

GCSE COMPUTER SCIENCE AUTUMN 1 AUTUMN 2 SPRING 1 SPRING 2 SUMMER 1 SUMMER 2 
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Topic 

1.2.3 Units 

1.2.4 Data Storage  

 

1.2.1 Primary Storage  

1.2..2 Secondary Storage  

1.2.5 Compression  

 

 

1.1.1 System Architecture  

1.1.2 CPU Performance  

1.1.3 Embedded System 

1.3.1 Networks and 
topologies  

1.3.1 Network Topologies  

1.3.2 Wired and wireless 
networks  

 

1.4.1 Threats to a computer 
system  

1.4.2 Identifying and 
preventing vulnerabilities  

1.5.1 Operating system 

 

1.5.2 Utility software  

1.6.1 Ethical, legal, cultural 
and environment issues.  

Practical Programming  

Key Skills 

Understand why data is 
stored in binary. And 
different difference between 
data units and its capacities. 

Be able to calculate file sizes 
of sound, images, and text 
files. 

Be able to convert 
hexadecimal to denary to 
binary and binary to denary. 

Understand what significant 
and least significant bit is. 

Be able to perform binary 
shifts  

Convert denary into binary 
and vice versa. Add two 
binary numbers together and 
explain overflows. 

Convert denary into 2-digit 
hexadecimal and vice versa. 
Convert binary into 
hexadecimal and binary 
shifts.  

 

 

Understand the need of 
primary storage and the 
difference between and 
purpose of RAM and Rom 
and explain why virtual 
memory is needed.  

Be able to explain the need 
of secondary storage and 
the understand the common 
types of storage for a given 
application.  

Understand the advantages 
and disadvantages of 
different storage devices. 

Understand why binary is 
used and character sets. 
Understand the difference 
between ASCII and Unicode. 
and why images are 
represented as pixels and 
the use of metadata.  

Be able to explain the effect 
of color depth and resolution 
on images. 

Explain how sound is 
recorded and effects of 
sample rate and bit depth. 

The need of compression 
and lossy and lossless   

Understand the actions that 
occur at each stage of the 
FDE cycle.  

Role of each component 
what it stores and manages 
in the FDE cycle.  

Identify the registers that 
store data and an address 
and its purpose. Understand 
each characteristic of a CPU 
and effects of changing them 
on the system performance. 

Understand what an 
embedded system and the 
characteristics of different 
systems is,  

Identify the characteristics of 
LAN and WAN.  

Understand the factors that 
can affects the performance 
of a network.  

Understand the different 
roles of computer systems in 
a client server and a peer to 
peer network 

Understand the use tasks of 
network hardware   

Concepts of the Internet as a 
network of networks. A 
domain server being multiple 
DNS. And its role in 
conversion of a URL to an IP 
and concepts of servers and 
clients. Understand what a 
cloud star and mesh network 
and its advantages and 
disadvantages is. 

Benefits and drawbacks of 
wired and wireless 
connection and recommend 
a connection for a scenario. 
Principles of encryption to 
secure data  

Over a network. Understand 
the different IPV4 and 
IP6.The purpose of a MAC 
Address. 

Standards which allow 
hardware and software to 
work together. Purpose of 
protocols and its features. 
The use of layers in 
protocols. 

Threats posed to a device, 
understand how an attack is 
used and its purpose. 

 

Understand the limitations of 
threats and the methods to 
remove vulnerabilities and 
knowledge of what each 
prevention method 
limitations. 

 

Each function of an 
operating system and 
features of interface.  

How memory management 
allows multitasking. 

Understand that data is 
transferred between devices 
and the processor.  

Understand user 
management and its 
functions  

Understand the features of 
file management   

Understand that computers 
often come with utility 
software and performs 
housekeeping tasks.  

Purpose of the identified 
utility software and why is it 
required. 

 

Technology introduces 
ethical, legal, environmental 
and privacy issues. 

Knowledge of digital 
technology and how it 
impacts society 

Ability to discuss the impact 
of technology on social 
issues. 

Purpose of computer 
legislation. 

The need to license software 
and the purpose of a 
software license. 

Features of proprietary 
software 

Recommend a license for a 
given scenario   

Analysis of a task and create 
a flowchart , create a task 
and test it.  

Knowledge 

Bit, nibble, byte, kilobyte, 
megabyte, gigabyte, 
terabyte, 

petabyte.  

How data is converted into a 
binary format to be 
processed by a computer.  

Data capacity and 
calculations of data capacity 
requirements. 

 

Why computers have 
primary and secondary 
storage. Key characteristics 
of RAM and ROM and need 
of virtual memory and how it 
works. Identify the 
differences between each 
type of storage devices and 
compare them and apply 
their knowledge in context 
within scenarios. 

ASCII Unicode, character set 
the use of binary codes to 
represent characters and the 
term character set. 
Relationships between 
ASCII and Unicode How 
sound can be sampled and 
stored in digital form, and the 
effect of sample rate, 
duration and bit depth on 
playback quality, size of a 
sound file 

Advantages and 
disadvantages of 
compression and where it be 
needed. Effects on a file 
each compression will have. 

FDE cycle and common 
CPU components and 
functions: ALU, CU, cache, 
and registers. 

Von Neumann architecture: 

MAR, MDR, PC, ACC. 
Common CPU performance 
characteristics Clock, Cache, 
Cores. Examples of 
embedded system and its 
purposes. Know what is 
LAN, WAN and factors that 
affect network performance 
such as number of users and 
bandwidth and understand 
the roles of computers in a 
client server and peer to 
peer network.  

The hardware needed to 
contact stand alone 
computers into a LAN, WAP, 
Routeras, Switch, NIC, TM 

DNS, Hosting The Cloud 
Web Servers and Clients 

Wired, ethernet, WIFI, 
Bluetooth, Encryption, IP 
and MAC, standards TCP IP, 
HTTP, HTTPS, FTP, POP, 
IMAP, SMTP, concept of 
layers. 

Malware, Social Engineering 
, Brute Force Attack, Denial 
Of Service, Data Interception 
, SQL Injection 

Penetration testing  

Anti-Malware 

Firewalls 

User Access levels 

Passwords 

Encryption 

Physical security  

User Interface, Memory 
management, Peripheral 
management, user 
management and file 
management  

Encryption Software, 
Defragmentation Data 
Compression 

Ethical issues, Legal issues, 
cultural issues, environment 
issues, privacy issues.  

Data protection act  

Computer Misuse Act 

Copyright Designs Patents 
Act  

Software Licenses. 

Design,write,test and refine a 
programming task   

Assessment 

There are two formal assessments that will be taking place in Year 11: 

• Computer systems J277 01, 80 marks, 1 hour and 30 minutes, Written paper (no calculators allowed) 

• Computational thinking, algorithms and programming (02) 80 marks 1 hour and 30 minutes Written paper (no calculators allowed). 

• During the course of Year 10 and Year 11, students will be completing a range of theoretical and practical activities that will prepare them for these assessments. Evidence will be collected 
in assessment folders and e-portfolios.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


